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SOYTE Doc lap — Ty do — Hanh phic
Sé: 46 /SYT-KHTC Thdi Binh, ngay &+ thang 9 ndm 2017

V/v giam sat, ngan chin l\han cép hé thong
may chii didu khién ma doc tan cong ¢o chu
dich ATP

Kinh giri: Cac don vi truc thude S& Y .

Thuyc hién Cong van s6 420/CNTT-CSHT ngay 22/9/2017 cua Cuc Cong
ngheé thong tin - B Y té vé viée gidm sét, ngin chin khan cép hé thdng méy chu
dicu khién ma doc tén cdng co chu dich ATP, loai ma doc nay rat tinh vi, ching
c6 kha nang phat hi¢n cdc méi truong phan tich ma doc nham tranh phat hién,
danh cap di liéu, x4m nhap trai phép, pha huy hé thong théng tin théng qua céc
may chi didu khién ma doc (C&C Server) dat bén ngoai lanh tho Viét Nam. Déy
la loai ma doc nguy hiém, tin tic c6 thé tén cong leo thang dic quyén giy ra
nhiéu hau qua nghiém trong. bé dam bao an toan thong tin cho cac hé 1hon<)
thong tin trong nganh Y té, S¢ Y té yéu cau cic don vi thuc hién mot s6 noi
dung sau:

1. Giam sat nghiém ngat, ngén chin két noi dén cac may chu diéu khién
ma doc APT theo danh séch trong phu luc gui kém.

2. Néu phat hién mad doc cén nhanh chéng ¢6 lap ving/ may va
tieenshanhf diéu tra, xr ly (cai dat lai hé diéu hanh khong g& bd duoc triét dé).

3. Cép nhat cc ban va cho hé diéu hanh va phan mém. Dac biét cip nhat
cac 16 hong c6 CVE: CVE-2012-0158, CVE-2017-0199, MS17-010.

4. Sau khi thuc hién, dé nghi cac don vi bdo céo tinh hinh lay nhiém va
két qua xir ly (néu c6) vé& S& Y té dé phdi hop xur 1y./.
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BOYTE CONG HOA XA HOI CHU NGHIA VIET NAM

CUC CONG NGHE THONG TIN

PHU LUC THONG TIN VE DOMAIN VA 1P C&C SERVER LIEN QUAN

Doe lip - Ty do — Hanh phae
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[. Danh sich eite TP mady chi dicu khién mi doe (C&C Server)
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11 Danh sach t8n mién may chu dge hai ( C&C Server)

STT Tén mién Tén midn
ORIV —. [Rp——— . X - . - : ! . ,v‘ o 0‘ ‘ - -
I hanoi danang.dulichovietnam.net 38 blog dovksy gN.org

i

|
2 d 1]&1 duluhm ietnant.net

30 }mnm duhdmx umam net

4 dummu dumhu\ ictnam.net

30 dulat.hamnmllxuhox etnam.net

gL
30 h ;lw -\‘phu\’ net
1(} mw . m“n\ s, Hl
_:] k }UD sLlp]K I n\\ Lo

12 'nm!\]lc,pugrm)bi!c\‘.iml‘»

6 mm lmnm dulichovi reman. nu

43 135 "iUCI'\' net

44 pushurelas lenors

43 Cser \u!\\xl net

7 im mg. d inang. dululm\um 1. ml
AAAAA e
8 | dalatdulichovietnam.net

VI Lm.m" daii dulichovi unam net

46 5 dimeizune

o i mang. hmm dulichovietnam.net

12 J *ulalald Iuhmumam net

13 hanoi. dahxt dulmhm ictam.net

47 mnholdin” Cot

48 pﬂL Hashs.com

. s ;
| 49 (lpl

Cold *ulmm\mndm net s 2dbdataimes.ore
(5 'mh nhlmh unlmt net 5P biog }\-ant:.gm Ory
C 16 data.desva, org s2  datatimes.org

UV S,

17 data pmmw org

55 ‘c:x'zp.g:t;n ¢

s W '!unhnk n.com

40 el-appspotory




9 Chome. phmmm 010 55 highaphelpact
20 home.v Mndm} los.com 50 maps.gkio, com
21 login.phimhainhat.net Y lighpress. nto
BEE la_)gm.phlmnm..«;(:WMV. C sy newsldizhpressinio
23 my.phimhainhat.net M 59 }”1“‘:%‘?“03 lesinto
24 news. phapluats.com - 60 refasigniore
25 news.victmannetcom 6l sl /lﬂ“ com
26 vietnam.phimhainhat.net 62 Ler l»t\ aoom:

27 tui:niuncux.com 63 { mw fan. ’wd ne
R 1 AvevaLeom 64 mn‘w st \v{’,\m V
” Vit m] 26. 1:( ey ‘H"”HCC\"I cun

m?mwnhl} .d attone.com (w R \'d und.org
docksugs.org 66......,. hare.codehao.net
“\j ' ficebook-cdn.net N ; ()“ sttic, julorg
33 ;“hcblp.chcckonl.org 68w Himeizanel
34 umlmunmuom oy unuiedpoYscom
33 volverinet S0 sone ii'“i/x‘~i'¥\'1
36 | dm\ n.org vicace subdomain 71 Phlm"lmh;! org vi 4 i subdomain
P o~

37 mm]uunhm.nct vi cdc subdomain |

HIL Danh sdach mi biam (HashMDS5)

st Mi biim - MD3S
L I3 14203 741dda26680 3¢ 16184876
2 397Ee) 10679a13e0d0db3622b0c3 105
3 0261872053 1b0b01 406032932407
44965 hoabL113i3unﬁuu5455c17sc7jﬁh
S | 2¢h3101 dbLL‘ldLLudk&\LlO:h
6 bw&4/uuaou:53376546~¢6T356L33>4h
. 7 ¢ ulimalc HhadO32cu3038d385eeeal
8 Tulabs15721cel 123¢065497c0¢854 13
U OrTdSed 386323 1a3 o8 606289 taad Kol
T “';'TT§7\1n1&7?%47< c8hsdadde$bae
11 7018039557654214010a2370048b887
12 Ob4a11ded0802a2¢b6275d975621b2

13 7u95abd42614Haa330511a39247 V.

14 NS0 72ulad42de eb87a1V6916373906
15 ¢27e1739081284db1 5dal40132bbd791
16 270261 daade L 18b9dy wavd{‘uzuus
17 4e7Shlhus056c188733a8179b2ad 110
IS ft.axlldwluastwbl9vhod odwooukﬂ”
T %\xb4d cUnaeledes493243¢877bbbe 74

Vm L..Jm%c‘)dm 3 ,' 1) ””U(u-; 41 blnl I




