UBND TINH THAI BINH CONG HOA XA HOI CHU NGHIA VIET NAM

SO Y TE Poc lap — Tu do — Hanh phiic
S6:334 /SYT-KHTC Thdi Binh, ngay 4§ thing 5 ndm 2017
V/v theo dai, phong chng ma doc
WannaCry

Kinh giri: Céac don vi truc thude So Y té.

Thyc hién Cong van s6 173/CNTT-CSHT ngay 17/5/2017 cta Cuc Cong
nghé thong tin - B Y té vé viéc theo doi, phong chéng ma déc WannaCry, day
l& md doc rat nguy hiém, c6 thé danh cép thong tin va ma hoa toan b dir liéu
trong may chu hé thong cling nhu may tinh ¢4 nhén, gdy nén nhiéu hau qua
nghiém trong khac, dé dam bao an toan thong tin cho cac hé théng théng tin
trong nganh Y té, S& Y & yéu cau c4c don vi thuc hién mot sb ndi dung sau:

1. B4l v6i céce bd, cong chirc, vién chic, nguoi lao dong:

- Khong nhép vao cac duodng lién két, tap tin dinh kem va biéu tugng
quang cao khong rd ngudn goc.

- Khi xay ra su cb, nhanh chong ngung su dung may tinh, ngit két ndi
mang va bao ngay t6i céc to chiic c¢a nhan chuyén trich vé cong nghé thong tin.

2. D6i v6i cac can bd chuyén trach cong nghé thong tin:

- Kiém tra, hudng dan, thuc hién c@p nhat ban va [61 cac 10 hdong bao mat
trén hé diéu hanh, ing dung doi véi may tinh cd nhan, may chu cua don vi.

- Thuc hién sao luu dit liéu quan trong cia don vi va dé cach ly an toan.

- Theo doi, ngén chdn két néi dén cac may chu diéu khién ma ddc
WannaCry va cép nhéat cac hé thong bao vé nhu IDS/IPS, Firewall ... cac thong
tin nhan dang tai phu luc dinh kém.

- St dung cdc phan mém c6 kha ndng phat hién va tiéu diét ma doc dé ra
quét toan bo hé thong.

Lanh dao cac don vi chu déng gidm sat, chi dao kip thoi don vi trong
cong tac to chuc phong, chong ma doc, dam bao an toan dit liéu va hoat dong
chung cua don vi.

Noi nhan: KT GIAM DOC
- Nhu trén;
- Luu: VP, KIIT/M A
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FAn Quang Hai



BOY TE CONG HOA XA HOI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN boc lip — Tw do — Hanh phic

PHU LUC
THONG TIN VE MA POC WANNACRY

(kem theo cong van so {1 L /CNTT-CSHT ngay i i thdang 5 nam 2017
cua Cue Cong nghé théng tin)

A. Danh sich cic may chi dieu khién ma doe (C&C Server)

STT | PiachilPC&C | STT | PiachilP C&C
I 128.31.0.39 18 1213.239.216.222
2 1136.243.176.148 19  [213.61.66.1 1<>
3 146.0.32.144 20 138229.72.1
4 1163.172.153.12 21 1507151, 47 -
5 1163.172.185.132 22 150.7.161.218
6 1163.172.25.118 23 51.25541.65
7 1171.25.193.9 24 62.138.10.60 |
8 1178.254.44.135 0§ z;_(h. 38.7.231
9 1 178.254.44.135 26 79.172.193.32
10 1178.62.173.203 | 27 8] _»m §.223
Il 185973218 28 gx’* L)_;_ ______ 251.227
12 1188.138.33.220 29 183.162.202.182
13 188.166.23.127 30 83169602
1419242015102 31 §m 592138
15 193.23.244.244 32 18943523521
16 198.199.64.217 33 1942317393
17 212.47.232.237
B. Danh sach tén tap tin
STT File name STT | ~ File Name o
| | @WanaDecryptor@@.exe | 6 |taskseexe
2 bownry 7 ltwary
3 cownry g u.wnry )
4 sawnry 9 | Cac file voi phan mé rong “.wnry”
A . Cac file v&i phan mo réng
i fms_l\'dl'e‘.\f _ 0 | “WNCRY™




C. Danh sidch ma biam (Hash SHA-256)

SHA-236

STT

| edOlebtbc9ebSbbeas45at4d01bfSt1071661840450439¢c6e3babe8e80e41aa

2 | ¢365ddaa34Scleaff3d629505572a484¢f5221933d68e4a52 130b8bb7badalv |
3 109a46b3¢1be080745a6d8d88d6bSbd351b1c7586ae0dc94d0c238ee3642 cata
4 1 0a73291ab3607aef7db23863¢f8e72f55bcb3c273bba7f00edtD]15152eb35894
S 142822a9afd2797ede7c0583d34a052¢32693¢bbS51567a60298587b6e675¢6f
6 Sclf4f69¢45cff9725d9969 0 f79d07bd0f624e06¢fashebacd2211046¢d6

7 1 62d828ee000e44f670ba322644¢2351{e31af5b88a082b2ce27e423del1dIbl
8  72af12d8139a30f317¢851a60027fdf208871ed334¢12637f49d819ab4b033dd
9 %\Ce“"-lb\f"/'SO'?ILLI‘LQI’\SI 1¢c748F19b82e6 1 bb093 11641 2eab437(0ef19b186

10 1ald9cd6l189beff2840a49b10181e4510128471f0040h3e4283ddc7{78594906b
11 a93eeTeal3238bd038becbec635f39619db5606145498 fe6eleat0e6e76d614bd3
12 b43b23401 7b8233b>dfﬁmb7c0aob”blwu,«_uj»ldu(ukiu 192873b! (38a12693¢ |
13 ¢bd7¢d6a937221411bb8daf33900a98971b2341600870892004066a63142bcd4d
14 24d004a104d4d3403 4db& Ma4b 9al1139008a3735aa614ea04703480b1022¢
15 0 2¢2d8bc91564050¢ct073745F1b1 1 7H4ffdd6470e87 166abdied 1 OecdiD40a2e
16 7a828afd2 1bf133cQ4091\090d49Q077b e>07¢7021ededd8cobat727cales43
17 a897345b681911d36(8cefb52e6a77ach2367432abb048b%ae0a9d708406deSb
18 0b6044347e972¢21b6¢376e37¢1 115dab494a2¢6b91b28b92b led3bI3d0ebe
19 9588{2ei06b7e]c8509132dReddtal 8041 9&»1 b1 c90dod: 4\4139fbu&d196/"m£
20 b43b2340)] 2b8233b3d{6adb7c0a3b2bl3 dd6del7u(9”87sb[>%a’7603u§
21 4186675¢h670619d51167M0f14cd3 \Ic{h O6\()9“f()7bl()’xlSWdC)um\c%“ 3'
9301

09a46b3e1be080745a6d8d88d6bSbd3S1b1c7386ae0dc94d0c238ee3642 feala |




