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V/v canh bao mdt s6 16 hong nghiém
trong trong mot s6 chip Intel va
mot s6 dong may tinh HP

Kinh giri: Cac don vi truc thude SO Y té.

Thuc hién Cong vén 56 225/CNTT-CSHT ngay 12/6/2{Fcta Cuc Cong
nghé théng tin - B6 Y té, Cong van sb 273/CATTT-TDQLGS ngay 26/5/217 cua
Cuc an toan théng tin — Bo Théng tin va tr uyén thong vé viéc canh bao mot s6 16
hon0 nghiém trong trong mét s6 chip Intel vamot s6 dong may tinh HP. Dé dam
bao an toan théng tin trong nganh, S¢ Y té yéu cau cdc don vi thuc hién mot sb
ndi dung sau:

1. Chi dao phong hoic t6 cong nghé thong tin cua don vi klem tra ra soat
véa cap nhat ban va cia 16 hong bao mat nhu: L& hong trong mét s6 dong may
tinh su dung Chip Intel; 16 hong (keylogger) trong trinh diéu khién am thanh cua
mot s6 dong may HP (Chi tiét vé 13 hong trong tai liéu gui kem).

2. Ra soat va vé céc 16 hdng an toan thong tin khéc trong hé thong.

3. Tang cuong, chu dong theo ddi va c6 ké hoach, bién phap xu ly khi c6
16 héng méi dé phat hién, ngan chdn sém cac nguy co tin cong mang.

Trong qua trinh thuc hién néu ¢o vudng mic dé nghi thong tin vé S5 Y é
dé phdi hop xur ly, giai quyét./.
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CANH BAO LO HONG TRONG MOT SO DONG MAY SUDUNG
CHIP INTEL

1. Thong tin chung

- Muc do: Nghiém trong

- Ma 161 qudce té: CVE-2017-5689, INTEL-SA-00075

- Anh huong: Cdce dong mdy st dung céng nghé Intel®d Active Management

Technology (AMT), Intel® Standard Manageability (ISM) va Intel®@ Small

P

Business Technology (SBT) phién ban 6.x, 7.x, 8.x 9.x, 10.x, 11.0, 11.3, v
1.6

Ngay 5 thang 5 nam 2017, nhém cac chuyén gia bao mat Embedi da cong
bé mét 1o hdng bao mat trong cac may tinh su dung cong ngheé Intel AMT ¢cho
phép vuot qua co ché xdc thuc dé chiém quyén diéu khicn hé thong. Duge bict,
16 hong nay da duge nhém phat hién tir gitra thang 3 ndm 2017 trong qud trinh
kiém tra cdc giao thire va dich vu mang bén trong Intel ME firmware.

L0 hong nay nim bén trong thanh phan xdc thue cua chie niang Intel
AMT Web (chie ning cho phép quan i vién ¢6 thé quan ly cic PC, mdy tram
va mdy chi tr xa) duge cdi sin wén Chip cua may tinh. Intel AMT/ISM lang
nghe trén mot sé cong mac dinh 14 16992, 16993. Mat s cong licn quan khie
ciing ¢ thé duge sir dung gdm 16994, 16995, 623, 664.

Khi khai thac thanh céng 16 hong nay, tin tic hoan toan <6 thé kidm sot
may tinh nguy hiém hon 1a kiém soat & mte do phin c(mg, doe lap voi hé didu
hanh, tin tdc hoan toan ¢6 thé pha huy toan bd dir liéu hé thong, xod di, cai lgi he
diéu hanh....va thyc hién bit ky hanh vi nguy hiém ném.

2. Khuyén nghi

Nhiam bdo dam an toan thong tin va phong tranh vic¢e tun tic loi dung fo
héng dé thuce hién nhitng cude tan cOng mang nguy hiém, Cue ATTT khuvén
nghi cac quan tri vién tai cde co quan. don vi nhanh chong kiém wa va cip nhi
ngay ban va trong tmg cho cdc may tinh bi anh hudng.

3. Mt s6 hwdng din kiém tra va cip nhit firmware.
Pé kiém tra xem mdy tinh ¢6 bi anh hudng khong: ¢ thé sir dung mot trong cic

cach sau:




- Kiém tra xem ¢é md céc cong lién quan; st dung cong cu quét cGng (nhu
nmap, netstat);
- Sudung cong cu do Intel phdat hanh;
- Kiém tra theo tirmg dong may tinh.
Kiém tra sir dung Cong cu ctia Intel:
- Windows: https://downloadcenter. intel.com/download/26755
- Linux (ubuntu):

hups:downloadeenter.ante.com/download/ 26799/ INTEL-SA-0007 5-1 inuis-

Detection-and-Miugeation-Tools?wapkw=intel-sa-00075

oy NTEL-SA-(D07S Discovery Tool A

Risk Assessment ~

Based onthe version of the ME, the Systern1s Not Vuinerable

I Vulnerable, contact your OEM for support and remadiation of this sysiam
For more information, refer to CVE-2017-5689 at

htps dovd st govddindetalfCVE. 20175684 or the Intel secunty adwisory
IMtel-SA-00075 at htps.#eecunty-conter infel Comagasony aspy?
intend=MITEL.SA.00075&languageidzantr

INTEL-SA.00075 Discovery Tool GUI Version

Application Vergion: 1.0.1.8
Scan date: 08/052017 14 0328

Host Computer Information

Name: DESKTOPR.[TBB0YS

Manufacturer: FUJITSY

Model: ESPRIMO_DS56

Processor Name: Intel{R) Cere(TMN7-6700 CPU @ 3.40GH:
Windows Version: Microseft Windows 10 Pro

HEEEY Yol P RPN PRy

Kiém tra biang cong cu cua Intel trén Windows
- Kiém tra theo danh sach cac phién ban bi anh hudng cta timg hing,
o HP Inc. - hitp//www8.hp.com/us/en/intelmanageabilityissue.htmi
o HP Enterprise -
hip://h22208 www2. hpe.com/eginfolib/securityalerts/CVE-2017-3689-
Intel/CVE-2017-5689.html

e Lenovo - hittps://support.lenovo.com/usfen/product_security/LLEN-14903

o Fujitsu - http//www. tmworld.net/globalpe/intel_firmware/

e Dell Chient -
_,;1

o Dell EMC -
http://en.community.dell.com/techcenter/extras/m/white_papers/2044393
7
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Acer - hitps://us.answers.acer.com/app/answers/detail/a_id/ 47162

e Asus - https//www.asus.com/News/uztlkibdzFFM HCnSre

Panasonic - http:/pe-dl.panasonic.co.jp/itn/info/osinfo20 1703 1 2. huml
o Toshiba - https://support.toshiba.com/sscontent?contentld=4013608

o Intel - NUC, Compute Stick and Desktop Boards

(Theo doi va cdp nht trén trang cua nrel tal dia chi: higs: secirins-
center. iinel com advisorvaspx?intelid = INTEL-SA-0007 5 &,

pé cap nhat ban va:

- Khuyén nghi nén theo huéng din cia timg dong may.

- Trong truang hop chua ¢6 thi dp dung cac bién phap theo hudng dan cua Inte!
tal https:7downloadeenter.intel.com/download: 26734 (o mace He dicu hanh v
mue mang.

4, Tham khio

hitps:/securiy-center.ntelL.econvadvisory, asp:

intelid S INTEL-SA-00073& Lpeusgeid on- i
Avww embedi.com/files/white-papers/Silent-Bob-is-Silent pdf

hitps:/

hitps:/mewsroontinteL.com/news/important-securitv-mformation-intei-

manaccadlity-firmware/




CANH BAO KEYLOGGER CAI DAT SAN TRONG MOT SO
DONG MAY HP
(Kem theo Cong vin 6015/ CATTT-TDOLGS ngcoe 26752017

1. Théng tin va 13 hong.
- Muc do: Cao
- Ma 151 quéc té: CVE-2017-8360

- Anh huong: mot $6 dong may HP st dung trinh dicu khicn am thanh Conexant

(tham chiéu muc 3).

Trong qua trinh nghién ctu vé nhom chuyén gia Modzero dén wr Thuy st

da phat winh didu khién am thanh trong mot s& dong may HP ¢o tich hop sin
chirc ning ghi lai tat ca cée thao tac cua ban phim. Thong thudng dayv 1a choe
nang tin tac sir dung dé an wom thong tin nhay cam ma ngudi dung nhip vao
ban phim nhu tai khoan email, tai khoan ngan hang, thong tin the thanh todn....

Vi tri trinh diéu khién

CiWindows\System32\WMicTray64.exc

CaiWindows\System32WMicTray.exe

Thong tin ghi vao wong file log & CAUsers\Public\MicTray.log. Bat ke
tién trinh ndao chay trén hé théng cung phién dang nhip cia ngudi dung déu o
quyén truy ¢dp vio céc file nay. Do vay vi¢e thu thdp nhitng théng tin nhay cam
nay la rat dé dang,

Neay 19/5 tdp doan HP cling da xac nhian va dua ra ban va cho cic dong

may bi anh hudong.
2. Khuyén nghi

- Kiém tra loai bo trinh diéu khién bi anh hudng wén may, xod cic {ile thye thi
va file log néu vin ton tai trén hé thong.

- Theo doi va ¢dp nhdt ban va méi cho trinh diéu khién tai

hitps:/support.hp.com/us-en/producvhp-probook-430-¢3-notebook-

pc/7834547/document/c05519670/

3. Danh sach dong may bi anh huong

HP EliteBook 820 G3 Notebook PC
HP Elite3ook 828 G3 Notebook PC
HP EliteBook 840 G3 Notebook PC
HP EliteBook 848 G3 Notebook PC
HP EliteBook 850 G3 Notebook PC
P ProBook 640 G2 Notebook PC




HP ProBook 650 G2 Notebook PC
HP ProBook 645 G2 Notebook PC
HP ProBook 655 G2 Notebook PC
HP ProBook 450 G3 Notebook PC
HP ProBook 430 G3 Notebook PC
HP ProBook 440 G3 Notebook PC
HP ProBook 446 (3 Notebook PC
HP ProBook 470 G3 Notebook PC
HP Prol3ook 455 (G3 Notebook PC
HP EliteBook 7235 G3 Notebook PC
HP EliteBook 745 63 Notebook PC
HP EliteBook 755 G3 Notebook PC
HP EliteBook 1030 G1 Notebook PC
HP ZBook 15u G3 Mobile Workstation
HP Ehite x2 1012 G1 Tablet
HP Llite x2 1012 G1 with Travel Keyboard
HIP LElite x2 1012 G1 Advanced Keyboard
HP EliteBook Folio 1040 G3 Notebook PC
HP ZBook 17 G3 Mobile Workstation
HP ZB3ook 15 G3 Mobile Workstation
HP Z3ook Studio G3 Mobile Workstation
HP EhiteBook Folio G1 Notebook PC

Hé dicu hanh
Microsolt Windows 10 32
Microsoll Windows 10 64
Microsoit Windows 10 1OT Enterprise 32-Bit (x86)
Microsolt Windows 10 [OT Enterprise 64-Bit (x86)
Microsoft Windows 7 Enterprise 32 Edition
Microsolt Windows 7 Enterprise 64 Edition
Microsolt Windows 7 Home Basic 32 Edition
Microsoft Windows 7 Home Basic 64 Edition
Microsoit Windows 7 Home Premium 32 Edition
Microsolt Windows 7 Home Premium 04 Edition
Microsolt Windows 7 Professional 32 Edition
Microsolt Windows 7 Protessional 64 Edition
Microsoll Windows 7 Starter 32 Edition
Microsolt Windows 7 Ultimate 32 Edition
Microsoit Windows 7 Ultimate 64 Edition
Microsoft Windows Embedded Standard 7 32

Microsoit Windows Embedded Standard 710 32-Bit
4. Tham khao:
https//www.modzero.ch/advisories/MZ-17-01-Conexant-Keylogger.ixt

hitps://support.hp.com/us-en/product/hp-probook-430-g3-notebook-
pe/7834547/document/c05519670/



